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MODULE SYLLABUS 
 

Course 
Bachelor of Science Honours in Computer Science (Web and Mobile Development) 

(University of London) 

Module Title Computer Security 

Module Syllabus No. (if any) CM2025 

Syllabus / Content / 
Learning Outcomes 

This module aims to provide you with an understanding of the need for computer 
security and the technologies that support it. It has both a theoretical component 
that will teach you mathematical underpinnings of security systems and a practical 
element that will help you discover the pitfalls of security design and to 
comprehend the mathematics underlying the protocols by programming small 
examples. 

No. of Teaching Hours 

Contact Hours – Lectures, Seminars & online activity (22 x 3) = 66  

Independent Preparation, pre-reading and analysis = 84 

TOTAL = 150 

Teaching Methods Lectures, tutorials, case-studies analysis, research journals and group discussion. 

Assessment Methods and 
Weightages 

One two hour unseen written examination and coursework 

Coursework 50% and Written examination 50%  

At least 35% in each element of summative assessment and a combined weighted 
average of at least 40%, subject to the application of rules for compensation. 

Skills for Maximising 
Learning Outcomes 

Reading and research 

Dates of Examinations,  
Major Assessments and 
Assignments 

Please refer to www.london.ac.uk exam tables 

If your effective date of registration is: 

 1 October, you will take your first examination(s) in March of the following 
year, 

 1 April, you will take your first examination(s) in September of the same year. 

Topics covered 

 Security threats 

 Social Issues in Computer Security 

 Access Control and Authentication 

 Security Models 

 Operating System Security 

 Network security 

 Cryptography 

 Cryptographic protocols and key management 

 Public Key Cryptography 

 Blockchain protocols 

 


